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My Work

Research Literacy: BRIC is education designed for novice-

NIH . :
research team members to increase research literacy and

AE awareness of ethical practices. The BRIC programs have

ORI received support from the NIH, NSF, ORI and local

RWIJF sources. @UCSD_BRIC | bric.ucsd.edu

UC San Diego _

ACTRI Tech-Ethics: CORE is a learning “ethics” community
developed to facilitate the sharing of resources and

oo access to digital health research experts to foster ethical

IBM ) P CORE

and responsible research and innovation. The CORE is

i @COREethics | thecore.ucsd.edu
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Citizen Science via Participant-Led Research: People and groups motivated to
conduct self-study (e.g., QS, DIY), yet they lack the infrastructure needed. We are
working with Project Apollo patients to reflect upon and apply ethical principles,
design self-studies, analyze data and share what they learn.

Al to Support Healthy Aging : We are working with residents of a retirement
community to identify barriers to tech adoption and learn whether they want to be
involved in co-design of tech to support their aging independently.

All of Us Research Program infrastructure development and bioethics research. We
conducted qualitative research to learn about informed consent via “broad” consent
and return of information to achieve return of value.
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Determinants of Health

Current estimates indicate genetics
explain an important but modest portion
(e.g., ~30%) of an individual’s variability in
health. Health behaviors (e.g., physical
inactivity, diet, tobacco use) explain an
additional 40% of variance, with the
remaining variance attributed to
environment factors, social
circumstances, and healthcare utilization
and delivery.

Image courtesy of Dr. Kevin Patrick, Principal Investigator of the Health Data Exploration Project
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Visual Methods

Increasing interest in studying “free-
living” behavior “in the wild” prompts
increased use of visual methods.
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Sensing Methods
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Social Media Methods




New Methods = New Data




Commercial Products

Subject to Fitbit's adherence
with the privacy settings you
select within the Fitbit
Services, you hereby grant to
Fitbit a perpetual, irrevocable,
non-exclusive, worldwide,

o o 0 . ‘ ' @ > m' royalty-free license, with the
right to sublicense, to
Jawbane Garmin Fitbit Misfit Withings Nike BodyMedia reprodtfce, d’s_tnbUte'
Up24 Vivofit Flex 31 Band Shine Pulse 02 Fuelband LINK transmit, publicly perform,

S Armbsand publicly display, digitally
perform, modify, create
derivative works of, and
otherwise use and
commercially exploit any text,
photographs or other data
and information you submit to
the Fitbit Services ...
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Characteristics of Digital Research

We live in an  Now people can monitor or be monitored and/or

increasingly intervened with 24/7, on the fly and in real time.

smart and Research isn't exclusively an academic venture —
connected industry, non profits and citizens are in the game.

environment We can now know ‘everything’ at a granular level using
and research New digital technologies.

methods and Promising data anonymity is not realistic.
tools are

changing. Not all in this emerging digital research ecosystem are
regulated and not all are socialized in ethical practices.
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Key Ethical Legal and Social Areas

Ethical

e Research Literacy
e Cultural Literacy
* Data Literacy

e Bystander Rights
e Risk / Benefits

L,

Legal/Regulatory

* OHRP

* FDA

e Liability

* Legitimacy

e Intellectual Property
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* Downstream impact
e Unknown Unknowns
* Obligations to share
* Sociotechnical
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Precision Health/Medicine Considerations

¢ Accessible Education
¢ Authentic Engagement

eResearch Literacy
eData Literacy

*Right to Consent
eGovernance

e Subjective

eEvidence-based

*Security
e Sharing - Return of Information

*Common Language
*Involvement of Behavioral and Social Sciences

¢ Authentic Engagement
¢ Capacity Development

Nebeker, C., Harlow, J., Giacinto-Espinoza, R., Linares-Orozco, R., Bloss, C., Weibel, N. (2017) Ethical and regulatory challenges of research using pervasive sensing and other
emerging technologies: IRB perspectives, American Journal of Bioethics: Empirical Bioethics 8:4, 266-276, DOI: 10.1080/23294515.2017.1403980
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We asked How Might People Shape Ethical Practices!?

co b




The CORE is a “research ethics” learning community
where people share their expertise to shape ethical
practices in the digital age.

Mobile

Imaging

Social Media

ocation Tracking
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Precision Medicine/Health Ecosystem
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Social Science One And How Top Journals View
The Ethics Of Facebook Data Research

Kalev Leetaru Contributo

Brief Communication | OPEN . Published: 02 August 2018
Don’t quote me: reverse
identification of research
participants in social media
studies

Researchers Caused an Uproar By Publishing Data
From 70,000 OkCupid Users

John W. A'_\,'crs_, Theodore L. Caputi, Camille Nebeker & Mark Dredze

npj Digital Medicine 1, Article number: 30 (2018) Download Citation +
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What Might be Unknown Unknowns?

HHHHHHHHHHHHHHHHHH

If Al |s gomg to be the world’s
doctor, it needs better textbooks

By Dave Gershgorn * September 6, 2018

Fitbit leans hard into healthcare with a

new enterprise offering

Fitbit Care can help businesses and organizations keep employees healthy.




What Can You Do to Change the Culture?

ORPOSERILLY

AND FAA

Courtesy of DJ Patil
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What Can Employees Do?

https://www.linkedin.com/pulse/ethics-data-science-dj-patil/
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What Can You Read?

LR / OREILLY
Ethics and
Data Sclence

GEORGE ORWELE

HOW BI6 DATA INCREASES INEQUALITY

AND THREATENS DEMODCRACY

~ CATHY O°NEIL

Mike Loukides,
Hilary Mason
& DJ Patil

https://www.amazon.com/dp/Bo7GTC8ZNy/ref=cm_sw_r_cp_ep_dp_fKyLBboYWVHg4
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What Can Organizations Do?

Develop a community culture where it is safe for people to
question the questionable practices

Develop a code of ethics as a community

Get to know a tech ethicist

Know where to find resources

Contribute to shaping ethical practices in the digital age
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Questions?

Contact Info:
Camille Nebeker

@cnebeker
nebeker@eng.ucsd.edu

@cnebeker



Sources

* https://www.linkedin.com/pulse/ethics-data-science-dj-patil/
* http://fortune.com/2016/05/18/okcupid-data-research/

* https://www.mobihealthnews.com/content/digital-health-
technologies-come-responsibility-imagining-unintended-
consequences

* https://docs.google.com/document/d/aSN6hYeKe3eRK6x9D
0Sr7GpCA4nirpyo3u68xGaiA6NDs/edit#

* https://qz.com/1367177/if-ai-is-going-to-be-the-worlds-
doctor-it-needs-better-textbooks/

* https://www.engadget.com/2018/og/19/fitbit-care-health-
wellness-coaching-humana/

@cnebeker


https://www.linkedin.com/pulse/ethics-data-science-dj-patil/
http://fortune.com/2016/05/18/okcupid-data-research/
https://www.mobihealthnews.com/content/digital-health-technologies-come-responsibility-imagining-unintended-consequences
https://docs.google.com/document/d/1SN6hYeKe3eRK6x9D0Sr7GpCA4nirpyo3u68xG1A6NDs/edit
https://qz.com/1367177/if-ai-is-going-to-be-the-worlds-doctor-it-needs-better-textbooks/

Related Publications

Dunseath, S.E, Weibel, N, Bloss, CS., Nebeker, C. (2018). NIH support of mobile, imaging, pervasive sensing, social media and location tracking (MISST) research: laying the
foundation npj Digital Medicine (2018) 1:1 ; doi:10.1038/s41746-017-0001-5

Das G, Cheung C, Nebeker C, Bietz M, Bloss C (2018). Privacy policies for apps targeted toward youth: Descriptive analysis of readability. JMIR Mhealth Uhealth;6(1):e3URL:
http://mhealth.jmir.org/2018/1/e3DOI: 10.2196/mhealth.7626PMID: 29301737

Nebeker, C, Harlow, ., Giacinto-Espinoza, R, Linares-Orozco, R, Bloss, C., Weibel, N. (2017) Ethical and regulatory challenges of research using pervasive sensing and other
emerging technologies: IRB perspectives, American Journal of Bioethics: Empirical Bioethics 8:4, 266-276, DOI: 10.1080/23294515.2017.1403980

Nebeker, C., Murray, K.E., Holub, C., Haughton, J., and Arredondo, E. (2017). Acceptance of mobile health in communities underrepresented in biomedical research:
Barriers and ethical considerations for scientists. JMIR Mhealth Uhealth 2017;5(6):e87URL: http://mhealth.jmir.org/2017/6/e87DOI: 10.2196/mhealth.6494 PMID:
28659258

Torous J, Nebeker C. Navigating ethics in the digital age: Introducing Connected and Open Research Ethics (CORE), a tool for researchers and Institutional Review Boards. | Med
Internet Res 2017;19(2):e38URL: https://www.jmir.org/2017/2/e38DOI: 10.2196/jmir.6793 PMID: 28179216 PMCID: 5322198.

Bloss C, Nebeker C, Bietz M, Bae D, Bigby B, Devereaux M, Fowler J., Waldo A, Weibel N, Patrick K, Klemmer S, & Melichar L. (2016) Re-Imagining Human Research
Protections for 215t Century Science. J Med Internet Res. ; 18(12):e329. doi: 10.2196/jmir.6634.

Nebeker, C, Lagare, T, Takemoto, M. et al. (2016 ) Engaging participants to inform the ethical conduct of mobile imaging, pervasive sensing and location tracking research,
Translational Behavioral Medicine: Practice, Policy and Research doi:10.1007/s13142-016-0426-4. https://www.ncbi.nlm.nih.gov/pubmed/27688250

Nebeker, C, Linares-Orozco, R, & Crist, K, (2015). A multi-case study of research using mobile imaging, sensing and tracking technologies to objectively measure behavior: Ethical
issues and insights to guide responsible research practice. Journal of Research Administration 46(1):118-137

* Nebeker, C.and Lopez-Arenas, A. (2016). Building Research Integrity and Capacity (BRIC): An educational initiative to increase research literacy among community health workers
and promotores. Journal of Biology and Microbiology Education (17): 41-45 DOI: http://dx.doi.org/10.1128/jmbev17i1.1020

@cnebeker



